
INTRODUCTION
Simulation-based training exercises provide high-fidelity 
simulations of real-life critical incidents and replicate the 
challenges faced by individuals when responding to these 
incidents. They are widely assumed to be an effective tool 
for improving individual and organisational responses to 
critical incidents, including terrorist attacks. 

Simulations have been shown to produce short-term 
positive outcomes, such as individual or organisational 
learning, or helping to identify gaps in existing policies. 
However, the longer-term effectiveness of simulation-
based training is poorly understood, and there are few 
public evaluations by which to understand their impact.

The evidence-base for terrorism-related simulations is 
similarly weak. Only nine recent studies were identified 
that analysed specific terrorism-related simulation 
exercises. Eight studies examine existing programmes, 
the vast majority of which only discuss short-term 
outcomes or participants’ opinions of these exercises, and 
one describes a workshop to create a counter-terrorism 
training programme. Despite these limitations, it is 
possible to present an overview of current good practice 
associated with the design, delivery, and evaluation of 
terrorism-related simulations.

The Full Report brings together the literature on 
simulation-based training by drawing on these nine 
studies of terrorism-related simulations, as well as 
exercises used to simulate a range of natural and man-
made disasters. It discusses how simulations can be used 
to enhance learning that translates to real-life incidents 
and outlines the key principles for policymakers to 
consider when designing and evaluating simulation 
exercises. It draws on case studies of terrorism-related 
simulations from the UK, Europe, and North America.

KEY POINTS
 • Terrorism-related simulations have been 

used for a variety of purpose including testing 
and validating existing plans and procedures; 
evaluating performance; improving the capabilities 
and capacities of individuals and organisations to 
respond to real-life incidents; and identifying gaps 
in existing training, response plans, protocols and 
procedures.

 • Simulation-based training exercises have been 
shown to produce short-term learning outcomes. 
Simulations can increase self-reported confidence 
in, and knowledge of, emergency response protocols 
and procedures, and can enhance technical and non-
technical skills.

 • The longer-term impact of terrorism-related 
simulations is poorly understood. Only one study 
was identified that evaluated the impact of terrorism-
related simulations on a real-life incident, and 
studies that evaluate the longer-term impact of such 
simulations are lacking.

 • There are several important factors to consider 
when designing and delivering simulations. 
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Simulations must realistically recreate the 
complexity, uncertainty and dynamic nature of 
real-life incidents, and test the technical and 
non-technical skills, such as collaboration and 
coordination between different agencies, that are 
crucial for an effective response.

 • Simulation exercises should include opportunities 
for feedback and debriefing to enhance learning. 
While not specific to terrorism, one study that 
analysed performance indicators from evaluations 
of 46 training exercises (e.g. simulator reports, game 
scores, hospital records, self-ratings, performance 
ratings) reported that effective debriefing improved 
performance against these metrics by approximately 
25 per cent when compared to control groups that 
did not attend a debrief. As one of the few studies 
that uses a counterfactual to evaluate the impact of 
specific features of training exercises, this is one of 
the more robust findings in the literature.

 • Evaluating the longer-term effectiveness of 
simulations is challenging. The relative infrequency 
of terrorist attacks means that it is difficult to evaluate 
how effective simulations have been in preparing 
responders in dealing with real-life incidents. 
Evaluators also face practical challenges in accessing 
the data that could be used to evaluate responses to 
real-life attacks.

 • A range of different data collection and 
evaluation methodologies have been used to 
evaluate the impact of simulations on learning, 
behaviour, and outcomes. Common approaches 
include pre- and post-simulation surveys and follow-
up interviews. While these methods are effective 
at recording shorter-term outcomes and claimed 
longer-term impacts, more consideration needs to be 
given to how best to capture longer-term impacts on 
behaviour and performance.
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ABOUT THIS PROJECT 
This Executive Summary comes from the Full 
Report from the project Knowledge Management 
Across the Four Counter-Terrorism ‘Ps’. You can 
find the Full Report here. 

https://crestresearch.ac.uk/resources/terrorism-related-simulations/

